COMPLIANCE 7SSsUes

THE STRONG ARM OF COMPLIANCE

RUMOUR HAS IT THAT MOST I.T. MANAGERS AND OTHER DECISION MAKERS IN THE UK STILL DO NOT
HAVE A PROPER GRASP ON THEIR STATUTORY OBLIGATIONS IN RELATION TO DATA STORAGE
COMPLIANCE. THAT PUTS THEIR BUSINESSES AT GRAVE RISK OF HEAVY FINANCIAL PENALTIES BY
FAILING TO PREPARE FOR THE GROWING NUMBER OF REGULATIONS SURROUNDING WHAT HAVE
BECOME COMPLEX AND OFTEN CONFUSING COMPLIANCE ISSUES. EDITOR BRIAN WALL REPORTS
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t has been suggested that more

than a third of IT directors were

unable to advise their CEOs on

how long their company was

legally required to store its
business data. And more than half
were unable to confirm whether they
even had a policy covering how long
they were required to keep company
emalls, So compliance may well matter
- but what are the options available
when it comes to achieving that goal?
How should the right processes be put
into place? What are the pitfalls? Who
needs to take rasponsibility in the chain
of command and how should this be
communicated across the
organisation?

According to Mike Walters, consultant
systems engineer, NetApp, while IT
managers are very accustomed (o
identifying and deploying technical
solutions to business problems, the
use of IT to help businesses meet

compliance is relatively new. "This is
compounded by the fact that many
compliance requirernents are laid down
by organisations external to the
company and also that compliancy
inevitably touches more than just [T,"
he points out.

It will usually involve business
processes and applications, as well
as the more obvious storage
requirements. The time for which
information may require 'locking down'
also frequently extends beyond the
narmal refresh lifecycle of equipment
used and this, in tum, brings
challenges outside of the ordinary.'

Choosing the simplest secure solution
to meet the requirements will reap
rewards in future years. Some
companies now have 'compliance
officers' and these, Walters adds,
should work hand-in-hand with their IT
colleagues to help identify the correct
solutions for their environment,
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IN Ti-f;;'E-TIUSA, WHERE NON-COMPLIANCE CAN RESULT IN THE CEO BEING FROG-MARCHED QUT THE DOOR IN
HANDCUFFS, A POWERFUL CHIEF COMPLIANCE OFFICER POSITION IS OFTEN DESIGNATED, REPORTING DIRECTLY
TO THE CEO. IN THE UK, WHERE ENFORCEMENT IS RATHER LESS DRAMATIC, A DATA PROTECTION MANAGER
MAY BE GIVEN EQUIVALENT RESPONSIBILITIES, BUT AT A SLIGHTLY LOWER LEVEL IN THE COMPANY

particularly in helping identify the
company's own processes,

'In general, storage vendors cannot
provide a solution to customers with
a ‘certified for compliance' stamp, Most
current regulations do not provide
‘cerlification' of technologies. What
they can do is provide independent
certifications for the industry
concerned, as well as giving examples
of customers who have had their overall
solutions 'ratified' by the regulatory
requirements, including the storage
element in question. This ability to
demonstrate evidence by experience
is preferable to being the first to use
a technology in an area where
compliance can lead 1o executives
lacing prison for lack of compliance!"

Where many IT projects are focused
more on reducing total cost of
ownership of a solution, regulatary
compliance introduces risk as a primary
objective for many customers to
reduce. Since locked data' may need
to be kept for many years, i1 18
important for customers to build
simplified solutions using open
protocols that can help reduce the risk.
Designing a solution with the ability to
scale is critical, since the dataset could
grow exponentially, and migrating
regulaled data between disparate (or
non-unified) platforms is undesirable,

Certainly, compliance Is a tricky issue
and there are no quick fixes. "The
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storage industry often thinks that
technology is the most important piece
of the compliance puzzle," comments
Steve Tongish, director of marketing
(EMEA), Plasmon, "and while selecting
appropriate products is critical, there
are other elements that must be
considered. The only way to
successfully attack compliance long-
term is by viewing it as an issue of
corporate culture.

To begin with, compliance cannot be
left to the over-worked IT manager.
Generally, IT professionals understand
the technology but do not have a clear
vision on the value of the infarmation
itself. For this reason, those people
who do understand the business
priorities and processes must be
involved in compliance. Key to
compliance Is establishing the
ownership, value and record retention
requirements for stralegic data sets.
There is a much greater chance of
success if the classification of records
Is limited to a handful of categories and
initially restricted to more structured
applications."

Tongish argues that it is extremely
difficult to select the most appropriate
software and hardware, if this initial
groundwork has not been put in place,
'For example, the data categories that
are established can have a major
influence on the storage technology. If

retention periods are short and data

value is low, a magnetic disk archive
could be satisfactory. On the other
hand, if there is strong need to
establish record authenticity and
retention periods are high, optical
storage like UDO would be more
appropriate. If individual records
need to be physically destroyed when
they reach end-of-line, tape is not

a practical option, but disk or UDO
could be used."

The downside risk to poor
compliance management simply
cannot be ignored. It has become an
'in your face' issue for all businesses,

a driving force in information
management and data storage. The
immediate availability of records can
now be demanded, whether that might
relate to BSI (1S0) 5000: 2002, 7799,
The Data Protection Act, Basel I,
Sarbanes Oxley, the Financial Services
Authority or any other similar regulation
or law around the warld.

Moreover, as Chris James, EMEA
marketing director at Overland Storage,
points out, Sarbanes Oxley has, for the
first time, made CEOs and CFOs
personally responsible when signing
company accounts. "To be compliant,
the challenge is for companies to
capture, control and audit the
information. You cannol ignore
compliance, so it should be used
positively to improve the way you do

things right now. It is important to
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